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	Lecture

No.
	Unit

No.
	Details of Lecture
	Reference for Lecture
	Tentative Lecture

	
	
	
	
	Date
	Hour

	1
	I
	Introduction: Attacks, Service, Mechanism
	Network Security Essentials
	04.12.09
	6

	2
	I
	Attacks, Security service
	- William Stallings
	22.12.09
	3

	3
	I
	A Model for network security
	------------do--------------
	29.12.09
	6

	4
	I
	Conventional encryption principles
	-------------do--------------
	31.12.09
	3

	5
	I
	Encryption algorithms
	-------------do--------------
	06.01.10
	6

	6
	I
	Cipher block  modes of operation 
	------------do--------------
	08.01.10
	3

	7
	I
	Locations of encryption devices
	-------------do--------------
	13.01.10
	6

	8
	I
	Key distributions
	-------------do--------------
	19.01.10
	3

	9
	I
	Revision
	-------------do--------------
	22.01.10
	6

	10
	II
	Public keyMessage authentication
	-------------do--------------
	27.01.10
	3

	11
	II
	Secure Hash Function
	-------------do--------------
	05.02.10
	6

	12
	II
	HMAC algorithm
	------------do--------------
	09.02.10
	3

	13
	II
	Public key crypto system
	-------------do--------------
	12.02.10
	6

	14
	II
	RSA crypto systems
	-------------do--------------
	15.02.10
	3

	15
	II
	Diffie – Hellman key exchange
	-------------do--------------
	18.02.10
	6

	16
	II
	Digital signature
	-------------do--------------
	20.02.10
	3

	17
	II
	Key Management
	-------------do--------------
	24.02.10
	6

	18
	II
	Key versus public key crypto systems
	-------------do--------------
	05.03.10
	3

	19
	III
	Introduction to network security

Authentication application: Introduction
	-------------do--------------
	03.12.09
	4

	20
	III
	Kerberos motivation,

Kerberos version 4
	-------------do--------------
	21.12.09
	3

	21
	III
	Kerberos version 5.X. 509

Authentication service – Certificate
	-------------do--------------
	24.12.09
	4

	22
	III
	Authentication Procedure: One-way, two way, Three way
	-------------do--------------
	30.12.09
	3

	23
	III
	X. 509 Version 3
	-------------do--------------
	05.01.10
	4

	24
	III
	Authentication Procedures
	-------------do--------------
	07.01.10
	3



	25
	IV
	Introduction to E- Mail Security

Pretty Good privacy- Notion
	-------------do--------------
	12.01.10
	4

	26
	IV
	Operational Description

Cryptographic key and key Rings
	-------------do--------------
	18.01.10
	3

	27
	IV
	Public Key Management

IP –Security - Overview
	-------------do--------------
	21.01.10
	4

	28
	IV
	IP Security Architecture
	-------------do--------------
	25.01.10
	3

	29
	IV
	Authentication Header

Encapsulation security payload
	-------------do--------------
	04.02.10
	4

	30
	IV
	Combining security association
	-------------do--------------
	08.02.10
	3

	31
	IV
	Key management
	-------------do--------------
	11.02.10
	4

	32
	IV
	ISAKMP
	-------------do--------------
	13.02.10
	3

	33
	v
	Web security considerations: Introduction
	-------------do--------------
	17.02.10
	4

	34
	v
	Web security threats
	-------------do--------------
	19.02.10
	3

	35
	v
	Web threats Security approaches
	-------------do--------------
	23.02.10
	4

	36
	v
	Secure socket layer and transport layer security
	-

------------do--------------
	04.03.10
	3

	37
	v
	Change Cipher spec protocol
	-------------do--------------
	09.03.10
	4

	38
	v
	Handshake protocol
	-------------do--------------
	11.03.10
	3

	39
	v
	Alert protocol
	Network Security 
	15.03.10
	4

	40
	v
	Cryptography computation

Pseudo random transformation
	- William Stallings
	17.03.10
	3

	41
	v
	revision
	-------------do--------------
	20.03.10
	4

	42
	v
	Secured electronic transaction
	-------------do--------------
	10.03.10
	6

	43
	v
	Intruders
	-------------do--------------
	12.03.10
	3

	44
	v
	Viruses and related threats
	-------------do--------------
	16.03.10
	6

	45
	v
	Fire wall design principles 
	-------------do--------------
	18.03.10
	3

	46
	v
	Trusted system.
	-------------do--------------
	22.03.10
	6


